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PHISHING

Phishing is the attempt to obtain sensitive information such
as user names, passwords and financial details often for
malicious reasons, by masquerading/ deceiving as a
trustworthy entity in an electronic communication.

HOW DOES PHISHING WORK

Phishing starts with fraudulent emails/SMS/URLs that are
carefully crafted such that you open them without any
suspicion. The message is made to look as though it comes
from a trusted sender. If the attacker succeeds, victim is
coaxed into providing confidential information, often on a
scam website.

These types of cyber attacks open the door for attackers to
enter into your system and access confidential data like bank
account details, credit card numbers, passwords, etc. Once
the information is obtained, the phishers immediately send
or sell it to people who misuse them.

Sometimes, phishing not only results in loss of information
but also injects malware into the victim’s (Individual/
Organization) computer or phone. Once infected, phishers
gain control over devices, through which they can send
emails and messages to other people connected through the
server.

Once infected, phishers gain control over devices, through
which they can send emails and messages to other people
connected through the server.




SPEAR PHISHING

Spear phishing is typically targeted in nature, and the
emails are carefully designed to target a particular user/
company,/ organisation.

These attacks have a greater risk because phishers do a
complete social profile research about the user and their
organization through their social media profiles/ other
websites.
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SPEAR PHISHING ATTEMPT PROGRESSION

1. Gathering information on targets. Spear-phishing starts with
identifying key and high-value individuals These people are targets
because their credentials and the data they have access to are of
most value in the organization.

2. Creating convincing emails. With information about their
targets, attackers then craft the emails so that they seem
legitimate enough to get intended targets to open an attachment
or click a link. Spear phishers can create emails so realistic that
they appear to come from a trusted source and ask for information
that the source would normally request.

3. Hiding their origin. Attackers can spoof email sender addresses
or compromise a legitimate email to make it look as if the email
came from a trusted domain

4. Delivery of payload. The link will send the user to a malicious
URL or compromised reputable domain that takes the user’s
credentials as he or she logs in.

S. Avoid Detection. The attack tries to hide itself throughout the
process. Methods that attackers use to avoid detection include
polymorphism and shortened or obfuscated URLs to prevent
blacklist detection.

Don’t get hooked
by phishing!

Think before you click!




CYBER CRIMINALS EXPLOITING COVID-19 PANDEMIC FOR
PHISHING

Cyber criminals are trying variety of phishing campaigns and
taking advantage of the heightened focus on COVID-19 to
distribute malware, steal credentials, and scam users for money.
The attacks are using the corona virus as a lure to try to trick
distracted users capitalize on the fear and uncertainty. The details
of various methods are being used by cyber criminals are:

o Impersonating popular apps - Attackers impersonating

(Aarogya Setu, Microsoft Teams, Zoom, Google Meet, WHO
etc to first lure the victims and then send them links such
as 'relief package", "safety tips during corona", "corona
testing kit", "corona vaccine", "payment and donation
during corona".
Scam emails - Claiming they were looking to sell Corona
virus cures or face masks or asking for investments in fake
companies that claimed to be developing vaccines or in the
form of donation requests for fake charities are another
popular phishing methods that have seen taking
advantage of Corona virus.

CRIMINALS ARE MAKING MONEY
FROM THIS GLOBAL HEALTH CRISIS.

THOUSANDS OF WEBSITES CLAIM TO SELL
COVID-19 CURES, TESTS OR VACCINES.

UNAUTHORISED SELLERS ADVERTISE
COUNTERFEIT FACE MASKS, VITAMINS
AND DISINFECTANTS.

CRIMINALS PREY ON CONCERNED CITIZENS
AND OFFER UNBRANDED MEDICAL PRODUCTS
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ANTI PHISHING MEASURES

Never click on the links in an E-mail: Never click on the
links in an email because they might be a fake link to a
website that might be harmful. It is better to type your own
web address rather than clicking on it.

iWebsite is secure: It is best to check whether the website
is secure enough to trust before entering any data on the
website. The easy way is to see whether or not the URL is
locked by the green padlock. Better option would be to
check for site reputation using provided by a licensed total
security software.

Update your computer security: Always update your
computer's security software and OS since as updates at
times may block certain attacks of this kind.

Verify HTTPS on Address Bar: Whenever a person is
conveying confidential information online, he or she must
confirm that the address bar reads “HTTPS” and not the
standard “HTTP.” The “S” confirms that the data is being
conveyed through a legitimate, secured channel

Keep yourself up to date: Various government organization
websites like CERT-IN, C-DAC, Cyberdost (MHA’s Twitter
handle), RVPN Cyber Security Guidelines regularly post
updates in respect of Cyber Security. Apart from this,
several blogs and articles are written daily, and it is best
to keep updated with the latest Cyber Security measures,
through any authenticated blog, news or social media
platforms.

Never Enter Sensitive Information in a Pop Up Window Pop
up windows represent another tool used by phishers with
illicit agendas. An important tactic to prevent phishing
attacks is to never enter information into a pop up window.
In fact, a person is best served restricting pop up windows
all together, except at those sites that an individual knows
to be trustworthy.

Regularly monitor your account: It is best to check your
bank/ e-mail accounts regularly to keep a track of your
transactions.




viii)

Install and Maintain a Reliable Firewall: Another best
practice to avoid phishing attacks is installation and
maintenance of a reliable firewall. A firewall protects
against the introduction of malicious codes onto a
computer.

Keep Antivirus Protection Current: Although keeping
antivirus protection up to date may seem like a patently
obvious strategy, a surprising number of people fail to take
this very basic step. The reality is that identity thieves and
other criminals constantly are changing their schemes.
Therefore, maintaining current antivirus protection is an
invaluable first line of defence against phishing attacks
Utilize Anti-Spam Software: Use of Anti-spam software is
that it can provide some degree of protection against
phishing attacks. This type of software naturally filters out
a good amount of phishing emails that would otherwise
end up in an inbox.
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